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CenturyLink takes cyber intelligence to the next level
with expanded view of threatscape

Company monitors over 114 billion NetFlow sessions per day

MONROE, La., April 3, 2018 /PRNewswire/ -- It is hard to protect against unseen threats. As
cybercrime continues to grow as a profitable shadow industry, actionable threat intelligence has
never been more important to effective cybersecurity. To help enterprises predict, protect and
respond to evolving cyber threats, CenturyLink, Inc. (NYSE: CTL) is announcing expanded
visibility into the global threat landscape.

Following the integration of networks from its acquisition of Level 3, CenturyLink now monitors
over 114 billion NetFlow sessions and 1.3 billion security events per day, responding to and
mitigating roughly 120 DDoS attacks per day and removing approximately 35 command and
control (C2) networks per month. This heightened visibility enables customers to better
anticipate and protect against threats.

"We're seeing an explosion in global cybercrime," said Chris Richter, vice president of Global
Security Services for CenturyLink. "Bad actors are motivated, organized and adaptable. To
defend themselves, businesses need threat intelligence with the scope, the depth and the
relevance for enterprises to take the necessary steps to protect themelves now and in the
future."   

Key Facts

Enhanced threat awareness feeds into the company's comprehensive portfolio of security
services, including Adaptive Threat Intelligence, a cloud-based solution offering
customers customized threat intelligence and alerting backed by CenturyLink's global IP
backbone.
CenturyLink Threat Research Labs leverages the company's expansive view of the global
threatscape to make continuous improvements to its Adaptive Threat Intelligence machine
learning algorithms and verification techniques for improved threat scoring and custom
threat sets, allowing enterprises to stay abreast of new and evolving threats.
Adaptive Threat Intelligence includes enhancements such as the ability to identify traffic
originating from anonymous proxy networks, as well as improved threat scoring, fidelity and
classifications for web hosting and CDN providers associated with potentially malicious IP
addresses. These features provide enterprises with actionable insight to bolster their cyber
defenses.

http://www.prnewswire.com/
https://c212.net/c/link/?t=0&l=en&o=2094800-1&h=845824841&u=http%3A%2F%2Fnews.centurylink.com%2F&a=CenturyLink%2C+Inc.
https://c212.net/c/link/?t=0&l=en&o=2094800-1&h=3710440334&u=http%3A%2F%2Fnews.centurylink.com%2Fnews%3Fitem%3D124604&a=acquisition+of+Level+3
https://c212.net/c/link/?t=0&l=en&o=2094800-1&h=922016225&u=http%3A%2F%2Fwww.level3.com%2Fen%2Fproducts%2Fadaptive-threat-intelligence%2F&a=Adaptive+Threat+Intelligence


With its new map visualization tool, Adaptive Threat Intelligence provides customers a
functional view of threats specific to their organizations, making it easier to quickly identify
threats.

Additional Resources

Read Chris Richter's blog: A New Kind of Insanity: The Risk of Diminishing Returns in
Cybersecurity
Explore IDC's report: Securing the Connected Enterprise Using Network-Based
Security

About CenturyLink 
CenturyLink (NYSE: CTL) is the second largest U.S. communications provider to global
enterprise customers. With customers in more than 60 countries and an intense focus on the
customer experience, CenturyLink strives to be the world's best networking company by solving
customers' increased demand for reliable and secure connections. The company also serves as
its customers' trusted partner, helping them manage increased network and IT complexity and
providing managed network and cyber security solutions that help protect their business.
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For further information: Stephanie Walkenshaw, +1 720-888-3084,
stephanie.walkenshaw@centurylink.com
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